At National O nline Safety we believe in empowering parents, carers and educator swithth einformationthe y need to holdaninfor me d conversatio n abou tonline
safet y with their children ,should the y feeliti sneeded.Please visi t nationalo nlinesafe ty.com for furt her guides, ghint s and tips for adults.
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Most commonly found embedded in laptop
screens and smartphones, webcams aretiny
video/still cameras designed to letyou
participate in video calls on services suchas
Skype and Zoom. They have become hugely
popular since the start of the coronavirus ~
pandemic, allowing homeworkers to chatwith
remote colleagues and helping frendsand
lamilies stay In touch. However, there are ~
many security and privacy risks associated
with webcams that owners should be aware of.
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Explain the dangers ta:children

Talk to your children about the dangers of talking with

strangers via webcam and tell them not to accept an y
| video chat requests from people they don’t know in real

life. Keep computers in family rooms, so that child ren

can’t covertly use the webcam in their bedrooms. A S R
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years, working fortiles such as The Sunday

Refuse & report z
Times, Whidh?, PCProand Compuieracive.

Do not pay anyone claiming to have captured ,
embarrassing webcam footage of you. It's highly lik ely 'Y e K
they don’t have footage in the first place, and eve n if pundtonielevisonandredo, ndudngon
they do, paying them may encourage them to demand
more money. Report the matter to the police and kee pa BECNewsnigt Reco5Lieandthemv

record of any evidence you can.
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Unplug webcams &update firewalls |
Bsuesoverteyears.

Unplug external (USB) webcams when they’re notin u se.
Make sure your computer is running up-to-date secur ity
software and that the firewall is switched on. This can

thwart attempts to access your webcam remotely.
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